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AAABSTRACTBSTRACTBSTRACT   

Denial of Service is an attack which makes an 

information or data unavailable to its 

Intended hosts. There are various methods to 

carry out these attacks. The underlying aspect 

would be to choke victim’s network and thus 

make it inaccessible by other client. However, 

there are also different ways of making 

service unavailable rather than just dumping 

it with abundant IP packets. The victim could 

also be attacked at various loopholes making 

it unstable which depends on the nature of the 

attack. Today, serious challenges arise when 

IPv6 needs to be established globally and 

transition from version 4 to version 6 has to 

be done. IPv6 introduces six optional headers 

like Routing header, Authentication header 

etc [5]. In spite of providing better security 

with authentication, encryption and 

encapsulation techniques, IPv6 also brings 

out serious complications. In this paper, we 

implement two types of Denial of Service 

attacks with the help of IPv6. 
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I. II. II. INTRODUCTIONNTRODUCTIONNTRODUCTION   

Today’s, cyber crime or DNS/IP leakage is 

the major problems of communication system. 

Last few year ago launched zombie technique 

for preventing the system to cyber world. In 

zombie technique follow only the single path 

for established the communication between 

clients to server so, its major drawback is that 

attacker easily track the path and attacked to 

whole system. For the purpose of solving 

these problem launched DDOS in the cyber 

crime world. In DOS communication is done 

between clients to server via random paths 

through multiple proxies. In Tor major 

problems are finding leaking the IP/DNS 

during the communication. 

Denial of Service attack is generally carried 

out with large number of systems attacking a 

specific martyr. Such as attacking network is 

called the Botnet. A Botnet is formed by 

thousands of slave systems usually termed as 

the Zombies. The attacking systems are much 

controlled and manipulated by a remote 

attacker who makes use of these compromised 

machines. Most of the times, the real owner of 

a compromised machine is not aware of the 

malicious activities. 
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Denial of Service is an attack which makes an 

information or data unavailable to its Intended 

hosts. There are various methods to carry out 

these attacks. The underlying aspect would be 

to choke victim’s network and thus make it 

inaccessible by other client. However, there 

are also different ways of making service 

unavailable rather than just dumping it with 

abundant IP packets. The martyr could also be 

attacked at various loopholes making it 

unstable which depends on the nature of the 

attack. 

There are also attacks that could be carried 

out at application level, hindering the normal 

functioning of a service. There are attacks that 

are designed to blast a web browser, email 

application or even a media player. When a 

specific application is disturbed and when 

normal functioning is blocked, it is called the 

Application level Denial of Service. 

Denial of service attacks are further classified 

into many categories according to the style 

with which it is implemented. Now, we are 

discussed few of the most well known 

categories of DOS.  

1. Distributed Denial of Service: 

Distributed Denial of service has the cohesive 

strength of many compromised systems 

working towards a single cause. The first 

stage of this attack is to built its platform with 

many host systems that can work under 

remote commands. The attacker group would 

first scan networks to hunt for vulnerable 

systems that are weak in security features. 

According to researchers there are millions of 

host machines that are vulnerable without 

secure patches and proper updates that often 

fall victims to these attackers. 

2. Low-rate TCP targeted Denial of Service: 

Unlike the Distributed Denial of Service, low-

rate TCP targeted attacks does not used 

numerous packets to downpour the network. 

Instead, it exploits the working mechanism of 

TCP timers thus bringing the throughput of a 

system to almost zero. These low-rate attacks 

are crafted to generate packets only 

periodically in very minimal quantity. Thus 

the attacking packets can easily disguise with 

the legitimate packets and escape from the 

Anti-Dos traffic monitoring systems. The 

attacks carried out this way exploiting the 

TCP timers are coined with the term Shrew 

attacks. It is also indispensable to understand 

the TCP working procedure before discussing 

this attack. 

 During congestion in TCP, the congestion 

window is gradually reduced until the 

network is clear. Thus during congestion the 

sender rate is reduced which apparently 

reduced the potential throughput. The TCP 

interval for the Retransmission Time Out 

(RTO) to expire after which the data is sent 

again. When the congestion is more, the RTO 

timer is doubled after which the packets are 

retransmitted. Hence, during a low rate attack, 

when packets are lost, TCP enters RTO. 

When an attacker is able to calculate this RTO 

time and sends attacking packets to create 

packet concussion and loss, the attacker can 

push the TCP into waiting state. Hence, there 

is no need for inundation the network with 

packets, but only send packets when the timer 

is about to expire and push it again into the 

RTO waiting time. This type of attack can 

effortless escape the traffic monitors due to its 

low traffic rate and is a serious challenge for 

the security. 

 
Figure 1: Denial-Of-Service Attack 
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Security Issues Related to IPv6 

The transition from IPv4 to IPv6 is under way 

as more network and content providers 

embrace IPv6. As the amount of IPv6 traffic 

(and IPv6-based threats) increases in your 

network, it's essential that you deploy a 

network security solution that can deliver the 

same level of protection for IPv6 content as 

IPv4. Organizations of all sizes need to 

understand the security implications of IPv6, 

which include:  

1. IPv4 security devices cannot inspect 

IPv6 traffic Although there are work-

around measures to enable IPv4 

network and security devices to forward 

IPv6 packets, IPv4 devices cannot 

inspect those packets for malicious 

content. This lack of visibility enables a 

simple evasion technique to avoid 

detection by legacy security devices--

send malicious content via IPv6. This 

allows old threats to bypass policies that 

may have been in place for years. And, 

as long as the victim system can process 

IPv6, the attack will reach its intended 

target. 

2.  IPv6 is likely in your network today, as 

many systems (such as Windows 7) 

natively support IPv6 and ship with 

IPv6 support enabled Many systems 

ship today with IPv6 support enabled by 

default. And, unless that support is 

specifically disabled, these devices will 

be vulnerable to threats transported via 

IPv6. 

3. Some legacy security devices will never 

support IPv6 and will need to be 

replaced Many network security devices 

require recently released versions of 

their operating systems to support IPv6. 

Unfortunately, not all devices can 

support the most recent releases due to 

lack of memory or other hardware-

based limitations, requiring an upgrade 

to the latest hardware device. Without 

replacing the device, the network 

segments protected by these legacy 

systems will be blind to threats 

embedded within IPv6 traffic.  

4. Many security vendors have limited 

support for IPv6 today, leading to 

potential gaps in protection Supporting 

IPv6 with a dual-stack architecture is 

not a trivial development exercise; it 

requires a significant allocation of 

development resources to build a new 

stack and incorporate it with the 

existing IPv4 stack. Many vendors have 

only recently committed development 

resources to supporting IPv4, choosing 

to wait until demand for IPv6 support 

increased before allocating the 

necessary resources. One result of the 

delayed investment is that they will not 

be able to offer feature parity with their 

IPv4 devices, which has the potential to 

lead to years of gaps in IPv6 policy 

enforcement, as these vendors will 

struggle to make all key IPv4 features 

functional in IPv6.  

5. IPv6 support is often at much slower 

performance In addition to reduced 

functionality in their IPv6 support, 

many vendors rely on software only to 

filter traffic to detect threats. As stated 

above, the implementation of IPv6 

support in a network security device is 

not a trivial exercise. It requires 

significant investment and, like any 

other new technology, several product 

releases to deliver stable, mature 

functionality. One way to accelerate the 

speed with which they can bring IPv6 

support to market, vendors of devices 

that utilize custom processors will 

release IPv6 support in software only. 

The advantage is that a software-only 

approach reduces the amount 

engineering effort required to bring the 
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functionality to market.  The 

disadvantage is that the performance of 

a software-only approach is 

significantly slower than a hardware-

accelerated approach. 

II. LII. LII. LITERATUREITERATUREITERATURE   RRREVIEWEVIEWEVIEW   

Interconnected systems, such as Web servers, 

database servers, cloud computing servers etc, 

are now under threads from network 

attackers. As one of most common and 

aggressive means, Denial-of-Service (DoS) 

attacks cause serious impact on these 

computing systems. In this paper, we present 

a DoS attack detection system that uses 

Multivariate Correlation Analysis (MCA) for 

accurate network traffic characterization by 

extracting the geometrical correlations 

between network traffic features. Our MCA-

based DoS attack detection system employs 

the principle of anomaly-based detection in 

attack recognition. This makes our solution 

capable of detecting known and unknown 

DoS attacks effectively by learning the 

patterns of legitimate network traffic only. 

Furthermore, a triangle-area-based technique 

is proposed to enhance and to speed up the 

process of MCA. The effectiveness of our 

proposed detection system is evaluated using 

KDD Cup 99 dataset, and the influences of 

both non-normalized data and normalized 

data on the performance of the proposed 

detection system are examined. The results 

show that our system outperforms two other 

previously developed state-of-the-art 

approaches in terms of detection accuracy. 

The overview of our proposed DoS attack 

detection system architecture is given in this 

section, where the system framework and the 

sample-by-sample detection mechanism are 

discussed. 

In Sample-by-sample Detection Jin et al.[2] 

systematically proved that the group-based 

detection mechanism maintained a higher 

probability in classifying a group of 

sequential network traffic samples than the 

sample-by-sample detection mechanism. 

Whereas, the proof was based on an 

assumption that the samples in a tested group 

were all from the same distribution (class). 

This restricts the applications of the group-

based detection to limited scenarios, because 

attacks occur unpredictably in general and it 

is difficult to obtain a group of sequential 

samples only from the same distribution. To 

remove this restriction, our system in this 

paper investigates traffic samples 

individually. This offers benefits that are not 

found in the group-based detection 

mechanism. For example, (a) attacks can be 

detected in a prompt manner in comparison 

with the group-based detection mechanism, 

(b) intrusive traffic samples can be labeled 

individually, and (c) the probability of 

correctly classifying a sample into its 

population is higher than the one achieved 

using the group-based detection mechanism in 

a general network scenario. To better 

understand the merits, we illustrate them 

through a mathematical example given in[2], 

which assumes traffic samples are 

independent and identically distributed [2], [3], 

[4], and legitimate traffic and illegitimate 

traffic follow normal distributions X1 ∼N(μ1, 

σ21) andX2 ∼N(μ2, σ22) respectively. In “A 

system for Denial of Services Attack 

Detection Based on multivariate Correlation 

Analysis” by Zhiyuan Tan, Aruna Jamdagni, 

Xiangjian He, Priyadarsi Nanda and Ren Ping 

Liu, presents a threshold-based anomaly 

detector, whose normal profiles are generated 

using purely legitimate network traffic 

records and utilized for future comparisons 

with new incoming investigated traffic 

records. The dissimilarity between a new 

incoming traffic record and the respective 

normal profile is examined by the proposed 

detector. If the dissimilarity is greater than a 

pre-determined threshold, the traffic record is 

flagged as an attack. Otherwise, it is labeled 

as a legitimate traffic record. Clearly, normal 

profiles and thresholds have direct influence 

on the performance of a threshold-based 
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detector. A low quality normal profile causes 

an inaccurate characterization to legitimate 

network traffic. Thus, we first apply the 

proposed triangle area-based MCA approach 

to analyze legitimate network traffic, and the 

generated TAMs are then used to supply quality 

features for normal profile generation. 

 In a Distributed Denial of Service has the 

cohesive strength of many compromised 

systems working towards a single cause. The 

first stage of this attack is to build its platform 

with many host systems that can work under 

remote commands. The attacker group would 

first scan networks to hunt for vulnerable 

systems that are weak in security features. 

According to researchers there are millions of 

host machines that are vulnerable without 

secure patches and proper updates that often 

fall victims to these attackers. 

In a Low-rate TCP targeted Denial of Service 

targeted attacks does not employ numerous 

packets to flood the network. Instead, it 

exploits the working mechanism of TCP 

timers thus bringing the throughput of a 

system to almost zero. These low-rate attacks 

are crafted to generate packets only 

periodically in very minimal quantity. Thus 

the attacking packets can easily disguise with 

the legitimate packets and escape from the 

Anti-Dos traffic monitoring systems. The 

attacks carried out this way exploiting the 

TCP timers are coined with the term Shrew 

attacks. It is also indispensable to understand 

the TCP working procedure. When an 

attacker is able to calculate this RTO time and 

sends attacking packets to create packet 

collision and loss, the attacker can push the 

TCP into waiting state. Hence, there is no 

need for flooding the network with packets, 

but only send packets when the timer is about 

to expire and push it again into the RTO 

waiting time. This type of attack can 

effortlessly escape the traffic monitors due to 

its low traffic rate and is a serious challenge 

for the security.  

III. IIII. IIII. ISSUESSSUESSSUES   OOOPENPENPEN   

There are many issues regarding the routing 

in the 6LoWPAN networks which still need to 

be addressed and researched. The routing 

algorithms have been continuously modified 

into a better version but sill many issues 

pertaining to their optimization exits. Many 

efforts are put into the area of forming the 

6LoWPAN network and determining the 

potential parent node in such a network but 

still issue exist in determining some factors of 

finding the potential parent without much 

conflict. In the 6lowpan context some 

computation overhead exist while routing 

which needs to be handled and issues like 

using the 6lowpan network for centralized 

administration control still needs to be 

addressed. 

IV. PIV. PIV. PROBLEMROBLEMROBLEM   FFFORMULATIONORMULATIONORMULATION   

Today, serious challenges arise when IPv6 

needs to be established globally and transition 

from version 4 to version 6 has to be done. 

IPv6 introduces six optional headers like 

Routing header, Authentication header etc [5]. 

In spite of providing better security with 

authentication, encryption and encapsulation 

techniques, IPv6 also brings out serious 

complications. 

Here I describe DDOS attack in IPV6. These 

all attack we describe through the some steps 

and diagram i.e. 

 
Figure 2: DDOS attack in IPV6 
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Step 1: Firstly attacker attacks in some 

proxies’ server which followed by 

client for the sending message to 

server. These attacks are called 

zombies attack. 

Step 2:  All zombies send DNS query for 

record too in domain to open 

recursive server and set source IP. 

Step 3:  Open recursive server send to 

message packet to the resolver. 

Step 4:  Resolver responds to open recursive 

servers. 

Step 5:  Open resolver send DNS to attacker 

so, here DNS are leaked.  

V. PV. PV. PROPOSEDROPOSEDROPOSED   WWWORKORKORK   

Today, serious challenges arise when IPv6 

needs to be established globally and transition 

from version 4 to version 6 has to be done. 

IPv6 introduces six optional headers like 

Routing header, Authentication header etc Dr 

Nick zakhleniuk IP NETWORKING AND 

APPLICATION. In spite of providing better 

security with authentication, encryption and 

encapsulation techniques, IPv6 also brings out 

serious complications. The following two 

types of Denial of Service attacks could be 

implemented if IPv6 is used. 

Routing Header Denial of Service 

Experts say DDoS attacks could be 

strengthened 88% more in IPv6 when 

compared to the IPv4. In IPv4, the path taken 

by the attack packets can be either one way 

(TCP, UDP and other attacks) or two ways 

(ICMP traffic). But in IPv6, the attack packets 

could be made to oscillate between the routers 

endlessly. Thus the network would be 

constantly occupied by these forged packets 

and can lead to a powerful DDoS attack. 

Routing header is an extension header that 

dictates a packet to visit the compulsory 

routers on path. Attackers can easily forge this 

Routing header (RH0) and make a packet 

wander back and forth between two routers. 

Denial of Service attack exploiting IPv6 

mobility 

IPv6 has come out with a revolutionary idea 

of mobile IP that was not possible in the 

former versions. Regular IP is designed to 

serve only the stationary users. A user is 

forced to change his IP address when he 

changes his geographical network. But with 

the advent of IPv6, user can change his 

geographical location moving to different 

networks and can still hold to a single IP 

address. This is attaining by the extension 

headers provided in IPv6. The original 

IPv6address is stored in the extension header 

whereas an additional temporary address is 

held in the IP header. The temporary address 

keeps changing when the user is mobile but 

the original IP address remains unchanged. 

An attacker can easily change this temporary 

IP address and carryout spoof attacks. 

Since IPv4 is in the verge of extinction and is 

getting replaced by IPv6, the future work 

should focus on stopping DDoS in IPv6. In 

spite of having additional headers and options 

for enhanced security in IPv6, it is still prone 

to various flavors of Denial of Service attacks. 

Thus, additional research work should be 

emphasized on IPv6 security and proper 

mitigation techniques should be introduced 

for existing vulnerabilities. 

To overcome zombie DDOS attack in IPV6, 

we proposed the new technique which is 

called mitigation technique. This method is 

adopted by most of the data providers as it 

proves to be extremely effective and saves the 

network components from permanent denial 

of service. However this cannot be an ideal 

solution as it still permits controlled traffic 

from attacking system as well.  
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VI. EVI. EVI. EVALUATIONVALUATIONVALUATION   OFOFOF   EEEXPERIMENTSXPERIMENTSXPERIMENTS   

When there are hundreds or even thousands of 

classes, existing technique for attack problem 

into simple network problem give serious 

efficiency problem. The experimental setup 

and the calculation of the efficiency for every 

technique is often calculate using recall and 

precision and use to observe the results by 

different image technique while querying the 

dataset which we retrieved after annotation 

operation. The proposed technique is going to 

implement using the Java framework tool 

which is going to use for the implementation 

purpose of our experimental setup and for the 

evaluation purpose. 

VII. FVII. FVII. FUTUREUTUREUTURE   WWWORKORKORK   ANDANDAND   CCCONCLUSIONONCLUSIONONCLUSION   

This present IPv6 based on Denial-Of-Service 

attacks, which are two types of Denial of 

Service attacks could be implemented if IPv6 

is used such as Routing Header Denial of 

Service and Denial of Service attack 

exploiting IPv6 mobility. Our planned to stop 

DDoS in IPv6. In spite of having additional 

headers and options for enhanced security in 

IPv6, it is still prone to various flavors of 

Denial of Service attacks. Thus, additional 

research work should be emphasized on IPv6 

security and proper mitigation techniques 

should be introduced for existing 

vulnerabilities. This project also aims at 

suggesting possible solutions in mitigating 

this attack. These attacks should be able to 

save the victim and also provide access to 

legitimate client who would require service 

during an attack. The objective would be to 

investigate and learn subject in depth, 

implementing the attacks, identifying and 

measuring the attack and finally adopting 

counter measures to defend Denial of Service 

attack. 
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