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AAABSTRACTBSTRACTBSTRACT   

Wireless Sensor Networks (WSN) is a 

technology of trend now-a-days which has a 

large variety of applications such as 

battlefield surveillance, forest fire detection, 

traffic surveillance, flood detection etc. But 

wireless sensor networks are very much 

susceptible to a variety of potential attacks 

which disturbs the normal operation of the 

network. The Black hole attack is one of the 

dangerous security threat that affects the 

complete network from its normal functioning 

by completely advertising maliciously itself 

having shortest route to the destination and 

then tries to drop all the receiving packets. 

There are many mechanisms which have been 

proposed to defend network from the black 

hole attack, but none of the solution looks 

very effective to defend against the black hole 

attack. So in this paper, we have surveyed and 

compared the solutions to black hole attacks 

on AODV protocol. The Tabular 

representation of comparison depicts clear 

analysis of these solutions. 

Keywords:—AODV, Black hole attack, IDS, 

Routing.  

I. II. II. INTRODUCTIONNTRODUCTIONNTRODUCTION   

Wireless Sensor Network is a recently 

emerging technology consisting of a large 

number of distributed sensor devices which are 

used to collect the data from the environment. 

These devices have limited power in the terms 

of both energy and processing speed and also 

have low storage capacity. WSNs have wide 

application foreground in environmental 

monitoring, military, industrial control and 

other fields. These devices are used to collect 

information from the physical environment 

such as volcanic eruptions, tsunami and 

earthquake monitoring, and similarly, wildlife 

habitat monitoring, disaster management uses 

in battle field for tactical response team, 

weather monitoring, structural integrity 

monitoring, logistics, transportation, 

entertainment etc. each on the basis of mutual 

trust. MANET is normally used in military 

purpose, personal area network, disaster relief 

and so on. Every node communicates with the 

other which acts as routers. MANET are 

vulnerable to malicious attack because of its 

features like changing its topology 

dynamically, open medium, lack of central 

monitoring and management, cooperative 

algorithms and so on. These attacks are of 

many kinds such as snooping attacks, or 

wormhole attacks, routing table overflow and 

poisoning attacks, packet replication, black 

hole attacks, denial of service attacks (DoS), 

distributed DoS (DDoS) attacks etc. In the 

present paper we defined the black hole attacks 

in AODV routing protocol in mobile Ad-Hoc 

network. We use AODV protocol as it is 

widely used and vulnerable to these attacks. 
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The Security in Mobile Ad-hoc Network is a 

very important aspect for the network. 

Therefore, there must be an efficient intrusion 

detection, which must be deployed to facilitate 

the identification and isolation of attacks. In 

this paper we have analysed various intrusion 

detection techniques in MANET against Black 

hole attack. According to how the information 

is acquired, the routing protocols can be 

classified into proactive, reactive and hybrid 

routing. 

 
Figure 1 Mobile Adhoc Network 

In the unstructured WSN, there are large 

numbers of nodes which are deployed 

randomly to monitor the region. Due to the 

unavailability of physical presence on that 

region, the network maintenance activities are 

very difficult. In the structured WSN, all the 

nodes are well deployed in a fixed and planned 

manner. Plus point of a structured network is 

that the fewer nodes can be deployed and they 

requires less maintenance and management 

cost. In a WSN, the object which is performing 

the task of sensing is called a sensor. Sensor 

nodes are very low power devices which are 

equipped with one or more sensors, memory, 

power supply, processor, a radio, and an 

actuator. A wide variety of mechanical power, 

biological, chemical, optical sensor thermal 

sensor, and magnetic sensors can be attached 

to increase the power of sensor nodes.. Since 

the sensor nodes have limited memory and are 

deployed in a very harsh environment and in 

difficult locations, radio transmitter is 

implemented just to transfer the collected data 

to base station. WSNs have many applications 

such as military target tracking and 

surveillance, health monitoring, disaster relief, 

environment exploration seismic sensing to 

measure the environment. Figure 1 shows the 

MANET model. The remainder of the paper is 

structured as follows. 

II. II. II. PPPROBLEMROBLEMROBLEM   IDENTIFICATIONIDENTIFICATIONIDENTIFICATION   

There are different kinds of attacks possible 

by malicious nodes to harm the network and 

make the network unreliable for 

communication and proper functioning. Some 

of those kinds of attacks are:  

a) Jamming: Jamming attack is related 

with disrupting or interfering the radio 

frequencies used by sensor nodes. 

Attacker may get physical access to 

some nodes and creates jam in the 

network to disrupt the network. 

Jamming attack come under physical 

layer attack.  

b) Tampering: Refers to gaining the 

physical access to some set of sensors 

by tampering with their hardware 

configuration and making nodes to act 

as adversary node. Tampering is 

possible at physical layer.  

c) Sybil Attack: Sybil attack is defined as a 

malicious device which takes on 

multiple identities. In Sybil attack an 

adversary can appear to be in multiple 

places at the same time. A single node 

presents multiple identities to other 

nodes in the sensor network either by 

fabricating or stealing the identities of 

authenticated nodes. It is a Network 

layer attack.  

d) Wormhole attack: Wormhole attack is 

an attack in which the attacker records 

the packets (or bits) at one location in 

the network and tunnels those to another 

location. This generates a false scenario 

that the original sender is in the 

neighbor hood of the remote location. 
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The tunnelling forms wormholes in the 

sensor network. The tunneling or 

retransmitting of bits should be done 

selectively.  

e) Hello Flood Attack: Hello flood attack 

is an attack which uses HELLO packets 

as a weapon to convince the sensors in 

WSN. In this type of attack an attacker 

with a high radio transmission range 

(termed as a laptop-class attacker) and 

processing power, which sends HELLO 

packets to sensor nodes which are 

dispersed in a large area within a WSN.  

f) Black hole: In Black hole attacks, a 

malicious node acts as a black hole to 

attract all the traffic in the sensor 

network through a node which is 

compromised or malicious node. A 

compromised node is placed at the 

center or any respective position, which 

looks attractive to neighboring nodes 

and attracts nearly all the traffic of 

surrounding nodes that was destined for 

a base station. 

In this attack, a malicious node falsely 

advertises optimal paths to the destination node 

during the path-finding process (in reactive 

routing protocols), or in the route updates 

messages. The intention of the malicious node 

could be to hinder the path-finding process or 

to intercept all data packets being sent to the 

destination node. A more delicate form of this 

attack is known as the gray hole attack, where 

the malicious node intermittently drops the 

data packets thereby making its detection even 

more difficult. Black hole attacks are classified 

into two categories: 

 Single Black Hole Attack: In a single 

black hole attack there is only one 

node act as malicious or 

c o m p r o m i s e d  n o d e  w h i c h 

misbehaves within the network. It is 

also known as black hole attack with 

single malicious node. 

 Collaborative Black Hole Attack: In 

collaborative black hole attack 

multiple nodes behaves as malicious 

node in the network and work in co-

operative manner. It is also known as 

the black hole attack with multiple 

malicious nodes. 

III. MIII. MIII. METHODOLOGIESETHODOLOGIESETHODOLOGIES   UUUSEDSEDSED   

DPRAODV (A Dynamic Learning 

System Against Black hole Attack in AODV 

Based MANET):  

In this scheme, if the RREP sequence no. 

is greater than the threshold, the sender is 

referred as an attacker and updated to black 

list. An ALARM is sent to its neighbours who 

includes the black list to block malicious node. 

Whereas, On the other hand, the dynamic 

threshold value is changed by calculating the 

average of destination sequence number 

between the sequence number and that RREP 

packet in each time slot. In this, black hole is 

not only just detected but also prevented as 

updating threshold responses the realistic 

network environment. 

In [8] and [9], the authors have introduced 

the route confirmation request (CREQ) and the 

route confirmation reply (CREP) to ignore and 

avoid the black hole attack. In this approach, 

the intermediate node not only is responsible 

for sending RREPs to the source node, but also 

it sends CREQs to the next-hop node toward 

the destination node. After receiving the 

CREQ, the next-hop node looks up its cache 

for some route to the destination. If it has a 

route, it sends the CREP to source node. After 

receiving the CREP, the source node confirms 

the validity of the path by comparing the path 

in RREP and CREP. If both the paths are 

matched, the source node judges that the route 

selected is correct. One demerit of this 

approach is that it cant avoid the black hole 

attack in which two consecutive nodes work in 

collision, that is, when next-hop node becomes 

a colluding attacker sending CREPs that 

support the incorrect path.  
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In [11], authors Satoshi Kurosawa et.al. 

have introduced an anomalous detection 

scheme to detect the black hole attack using a 

dynamic training method in which there is a 

training data, which is updated at regular 

intervals to express the state of the network. 

So, In this scheme, the average of the 

difference between the Destination in RREQ 

packet and the one which held in the list are 

calculated and this operation, which is 

executed for every received RREP packet. The 

average of this difference is finally computed 

for each timeslot and it is taken as the feature. 

Hence, it consumes considerable amount of 

time to perform all the calculations for every 

RREP packet. 

In [12] Authors Ming-Yang Su et.al 

discussed a mechanism which is known as 

ABM (Anti-Black hole Mechanism), that is 

mainly used to compute the value of a node 

according to the amount of the abnormal 

difference between RREQs and RREPs 

transmitted and emitted from the node. When a 

suspicious value exceeds the limit, the nearest 

IDS broadcasts a block message with id of 

IDS, and the identified black hole node and the 

time of identification places the malicious 

nodes on their blacklists which isolates the 

malicious node in the network. The basic 

advantage of this method is that it is used to 

detect the cooperative black hole nodes in the 

MANETs. The main demerit of this technique 

is that the mobile nodes have to maintain an 

extra database for training the data and for its 

updation, in addition to the maintenance of 

their routing table.  

In [13] this scheme, there is a trust based 

communication in MANET using AOMDV-

IDS to prevent the black hole attack. AOMDV-

IDS perform real time detection of attacks 

using the AOMDV routing protocol. In 

AOMDV, RREQ the transmission is from the 

source to the target, which establishes multiple 

reverse paths both at intermediary nodes and 

near the destination. Multiple RREPs navigates 

this reverse route back to and from multiple 

onward routes to the target at the source and 

intermediary nodes. These Multiple routes 

revealed are loop-free and disjoint. This 

Protocol depends on the routing information 

which is previously available in the AODV 

protocol, which prevents the overhead acquired 

in determining multiple paths.  

In [14] authors Alem, Y.F et.al. proposed 

a solution, which is based on the Intrusion 

Detection using Anomaly Detection (IDAD) to 

prevent the attacks by the both single and 

multiple black hole nodes. IDAD assumes that 

every activity of a user can be watched and 

anomaly activities of an intruder can be 

identified easily from normal activities. To find 

a black hole node IDAD needs a pre-collected 

set of anomaly activities, called audit data. 

Once audit details collected, it is given to the 

IDAD system, which compare every activity 

with audit data. If any activity of a node is out 

of the activity the listed in the audit data, the 

IDAD system isolates the particular node from 

the network. The reduction of the number of 

routing packets minimizes network overhead 

and facilitates a faster communication.  

IV. CIV. CIV. CONCLUSIONONCLUSIONONCLUSION   ANDANDAND   FUTUREFUTUREFUTURE   WORKWORKWORK   

Wireless Sensor Networks are thus very 

much vulnerable to many kinds of attacks due 

to the deployment of sensor nodes in an 

undisciplined environment. These types of 

networks suffers from the black hole attack 

because there is absence of centralized security 

management. This research paper provided a 

survey and analysis on the various 

countermeasures for the black hole attack. In 

this survey, we have given the security goals of 

a network. Then, we have presented some of 

the easiest possible network layer attacks in the 

Mobile Adhoc Networks. This survey also has 

the tabular analysis of various security 

procedures to prevent a particular network 

from the black hole attack. It is that this survey 

will really help the future researches in 
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developing a good knowledge about the 

Intruder attacks and their countermeasures. 
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